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Firm AI Usage Guidelines	Bizora AI
FIRM AI USAGE GUIDELINES
A Practical Framework for Using AI Tools in Compliance with IRC §7216 and Circular 230
Prepared for circulation within tax and accounting firms
	How to use this document
This is a starting framework, not legal advice. Firms should have these guidelines reviewed by counsel before formal adoption. Complete the blank fields in Section 3 (approved tools) and Section 7 (designated reviewer and escalation contact) before circulating internally.




1. Why This Policy Exists
Tax professionals are adopting AI tools quickly, research assistants, document summarizers, data extractors, and drafting copilots. The tax law has long treated taxpayer data as highly restricted in the hands of a return preparer. AI does not create an exception to that rule.
IRS Issue Number 2026-19, titled Introductory Guidelines for Responsible AI Use in Federal Tax Practice, was released on June 24, 2026. It does not create new law. It makes clear that existing professional obligations apply in full when practitioners use AI tools. Those obligations come from two sources: IRC §7216 and IRC §6713 on taxpayer data protection, and Circular 230 on professional conduct. Both are addressed in this document. Sections 1 through 8 cover the §7216/§6713 data protection framework. Sections 9 through 12 cover the Circular 230 obligations that 2026-19 makes directly applicable to AI-assisted work.
IRC §7216 makes it a criminal offense for a tax return preparer to knowingly or recklessly disclose or use tax return information (TRI) for any purpose other than preparing or assisting in preparing a return, unless authorized by the Code or regulations.
The regulations define both terms broadly:
1. “Disclosure” means the act of making tax return information known to any person in any manner whatever. (Treas. Reg. §301.7216-1(b)(3))
1. “Use” includes any circumstance in which a preparer refers to, or relies upon, tax return information as the basis to take or permit an action. (Treas. Reg. §301.7216-1(b)(4))
When staff paste client facts, source documents, or return data into an AI system operated by a third-party vendor, the firm has typically made TRI known to another person the vendor and potentially its subprocessors. Under the regulatory definition, that transmission is generally a disclosure.
	Penalty exposure
Criminal (§7216): Fine up to $1,000 and/or imprisonment up to one year per violation. Recklessness is sufficient intent to disclose is not required.
Civil (§6713): $250 per unauthorized disclosure or use, capped at $10,000 per calendar year per person. No knowledge or intent standard applies the violation is established by the act itself.
A single non-compliant AI workflow used across hundreds of client files can generate a large number of separate violations, each counted independently.
Note: where a disclosure or use involves identity theft, two separate enhancements apply. Criminal (§7216(a)): the fine ceiling rises to $100,000 per violation. Civil (§6713(b)): the per-violation penalty rises from $250 to $1,000, and the annual cap rises from $10,000 to $50,000, applied as a cap separate from the cap on ordinary (non-identity-theft) violations. This is a narrower scenario than ordinary AI workflow disclosures but worth knowing if a breach also involves stolen identifying information.


2. The Three-Bucket Framework
Before adopting any AI tool, classify the intended use into one of three buckets. The bucket determines whether a no-consent exception may apply or whether a written consent process is required.
Bucket A — Return Preparation / Auxiliary Services
Examples: summarizing organizer responses and source documents; extracting values from K-1s, 1099s, brokerage statements; drafting workpaper narratives and technical research outlines.
These uses are closest to “prepare/assist in preparing” a return under §7216(a). That does not automatically resolve the disclosure question if TRI is being sent to a third-party AI vendor. Whether a no-consent exception applies depends on the specific facts and the exception being relied on (Treas. Reg. §301.7216-2).
Conservative practice approach: if exception applicability is unclear, treat the AI transmission as requiring a compliant consent under Treas. Reg. §301.7216-3.
Bucket B — Firm Operations / Internal Productivity
Examples: workflow tracking, scheduling, generic process documentation, internal policy drafting without client data.
Best practice: keep TRI out of these systems entirely. Once TRI enters the workflow, the firm is back in the §7216 analysis.
Bucket C — Marketing, Cross-Sell, Analytics, Vendor Product Improvement
Examples: using TRI to generate marketing prompts or outreach; feeding TRI into tools used to develop or train AI products/models; sharing TRI for non-return-prep business purposes.
These are classic “other purpose” scenarios. They typically require a specific written consent satisfying Treas. Reg. §301.7216-3 (and, for individual Form 1040 clients, the additional requirements under Rev. Proc. 2013-14).


3. Approved AI Tools & Model Selection
Not all AI tools and not all subscription tiers of the same tool offer the same data protection. The single most common compliance failure is staff using a personal or free-tier AI account for client work, where the provider's default terms allow the firm's input to be retained or used to improve the provider's models.
The table below summarizes current data handling defaults for the most common providers. Tiers and policies change, the firm's designated reviewer should re-verify before relying on this table.
	Provider / Tier
	Default Training on Your Data?
	Retention

	Claude Free / Pro / Max (consumer)
	YES by default since Sept 2025 must manually opt out
	Up to 5 years if training is on; 30 days if opted out

	Claude API / Bedrock / Vertex / Enterprise (commercial)
	NO, never used for training
	7 days standard for most models; Zero Data Retention available for qualifying orgs, but check current model-specific terms*

	ChatGPT Free / Plus (consumer)
	Retained indefinitely until user deletes; training settings must be checked manually
	30 days after deletion

	ChatGPT Business (formerly Team) / Enterprise / API (commercial)
	NO by default
	30 days standard; Zero Data Retention available for eligible endpoints

	Microsoft 365 Copilot (with Enterprise Data Protection)
	NO, data via Microsoft Graph is excluded from foundation model training
	Stays within the firm's M365 tenant; governed by the firm's own Purview retention policies


A note on Microsoft 365 Copilot and Enterprise Data Protection (EDP): EDP keeps data, prompts, and responses inside the firm's M365 tenant and excludes Graph-sourced content from training but only for the Microsoft side of the conversation. If the firm connects a third-party tool (including Bizora) to Copilot as a federated MCP connector, that query and its data leave the EDP boundary and go to the third-party vendor's server. EDP governs what Microsoft does; it does not extend to what the connected vendor does once it receives the request. The vendor governance questions in Section 5 still apply to any such connection.
*Vendor terms move quickly and can change without much notice. As of June 2026, reports indicate Anthropic's newest model release does not support Zero Data Retention and may override existing ZDR agreements with a standard 30-day retention window. If your firm relies on ZDR with any AI vendor, confirm current model-specific terms directly with the vendor before relying on this table do not assume a prior ZDR agreement still applies to every model version.

	Rule of thumb for client data
Never use a free or personal-paid consumer tier (Claude Pro/Max, ChatGPT Plus, Gemini Advanced, etc.) for any task involving TRI, even briefly.
Only use Business, Enterprise, or API access with a signed Data Processing Agreement (DPA) that restricts the vendor from using firm inputs for training or product improvement.
If the firm cannot confirm in writing that a tool is non-training and time-limited in retention, treat all data sent to it as a disclosure requiring consent.


Approved tools for this firm (to be completed by firm management):
	Tool / Platform
	Approved Use
	DPA on File?

	
	
	

	
	
	

	
	
	

	
	
	




4. Prompt Hygiene Rules
Regardless of which tool is approved, staff should minimize TRI in every AI interaction by policy:
1. Do not input Social Security Numbers, dates of birth, full home addresses, or other unnecessary identifiers unless the firm has a documented authorization or consent position for that specific use.
1. Prefer sanitized fact patterns where feasible. Example: “taxpayer has W-2 wages of $X and Schedule C income of $Y” rather than the client's name and full return.
1. Never paste an entire client return, K-1, or source document into a consumer-tier AI tool, even temporarily.
1. Treat AI chat history and saved conversations as client files. They are subject to the same retention and confidentiality obligations as paper workpapers.
1. If a question requires identifying details to get a useful answer, escalate to the firm's designated reviewer (Section 7) before proceeding.
5. Vendor Governance
For any third-party AI system that may receive TRI, the firm should seek the following in the vendor's contract or terms of service:
1. Restrictions on vendor “independent use” of inputs/outputs, including training or product improvement, unless the firm has specific, compliant consents in place.
1. Strict confidentiality terms and limits on onward disclosure to subprocessors.
1. Defined retention limits and deletion/return commitments.
1. Clarity that the vendor is acting as a service provider supporting the firm's permitted purpose — not an independent recipient of the data.
	Two questions to ask before sending TRI to any AI tool
1. Does the vendor contractually commit to not using your inputs/outputs for its own purposes (including training), and to retention/deletion limits consistent with your intended use?
2. What exactly are you transmitting, client identifiers and full source documents, or sanitized tax attributes needed for a narrow return-prep task?
The answers usually determine whether the firm can support a return-prep auxiliary service posture, or whether a formal consent process is required.




6. When Consent Is Required
The compliance gate is straightforward: if a disclosure or use of TRI is specifically authorized under Treas. Reg. §301.7216-2, it may proceed without taxpayer consent. Otherwise, the firm generally must obtain a written consent that meets Treas. Reg. §301.7216-3 before any disclosure or use occurs.
A compliant written consent must identify the taxpayer and preparer, describe the TRI involved, state the purpose and recipient, and be signed and dated by the taxpayer.
	Form 1040-series clients: additional requirements
For individual clients filing Form 1040-series returns, the IRS has published additional format and content requirements for consents under Rev. Proc. 2013-14, including specific rules for electronic signatures.
If your firm collects consent electronically (portal, click-through, e-signature), confirm the process meets the Rev. Proc. 2013-14 requirements.
Caution: legacy 7216 consent templates may still reflect older transition-period language addressed in Rev. Proc. 2013-19. Confirm your firm's templates use current, post-2014 language.


7. Staff Training & Escalation
Policy is only as strong as the people applying it day to day. Before any staff member uses an AI tool on client work, the firm should confirm they understand:
1. What counts as TRI in practice — not just the return itself, but source documents, organizer responses, and notes derived from client conversations.
1. What is prohibited to paste or upload into any AI tool without prior review.
1. Which tools are currently approved (Section 3) and which are not.
1. When a workflow needs escalation for an exception or consent determination before proceeding.
This obligation exists alongside §7216 and is independent of it. Circular 230 §10.22 requires due diligence as to accuracy regardless of whether AI was involved in the research, and §10.51(a)(13) sanctions practitioners for false opinions resulting from gross incompetence. AI-fabricated citations are not a hypothetical risk: courts have sanctioned attorneys for AI-fabricated case citations in amounts exceeding $145,000 combined in the first quarter of 2026 alone, and some courts now assess flat per-citation penalties. A fabricated authority used to support a return position can also trigger IRC §6694 preparer penalties. For every AI-assisted research task, keep a record of what was asked, what was verified, against what source, and who signed off this is the documentation trail that demonstrates due diligence if a position is ever questioned.
State law and professional organization guidance. Federal tax rules are the baseline, not the ceiling. Depending on the firm and its clients, AI use may also implicate state accountancy board rules, state bar rules (where the firm employs or works with attorneys), state privacy statutes, data-breach notification laws, and consumer protection rules. Several states, including California, Colorado, Illinois, and Utah, have enacted AI governance legislation. Professional organizations including the AICPA and ABA have issued additional guidance. The firm’s AI policy should be reviewed at least annually against any updated federal, state, or professional guidance that applies in the jurisdictions where the firm operates and where clients are located. The designated reviewer is responsible for flagging material changes.
Designated reviewer for AI/§7216 questions: ____________________________
Escalation contact / email: ____________________________
8. Quick Decision Reference
Before using any AI tool on a task involving client data, work through these steps in order:
1. Identify the bucket. Is this return preparation (A), firm operations (B), or marketing/training data (C)?
1. Identify the tool tier. Is this an approved Business/Enterprise/API tool with a signed DPA, or a free/personal-paid consumer account?
1. If Bucket B: remove all TRI before proceeding. No exception applies there is no reason to involve client data.
1. If Bucket A and the tool is approved: proceed using sanitized inputs per Section 4. Document the workflow per Section 5 if not already documented.
1. If Bucket A and exception applicability is unclear, or Bucket C: stop. Consent is required before proceeding. Contact the designated reviewer.
1. Do not proceed with any Bucket C use until a signed, specific consent meeting Treas. Reg. §301.7216-3 is on file for that exact use. A consent obtained for one Bucket C purpose (e.g., marketing) does not cover another (e.g., model training) treat each as requiring its own consent.
1. If consent is required and the client files Form 1040-series returns: use the firm's Rev. Proc. 2013-14 compliant consent process.

9. Due Diligence on AI Output (Circular 230 §10.22)
IRS Issue Number 2026-19 makes clear that Circular 230 §10.22 applies in full to AI-assisted work. A practitioner must exercise due diligence in preparing, approving, and filing returns and other papers relating to IRS matters, and in determining the correctness of oral or written representations made to clients or Treasury. That duty does not change because AI helped produce a first draft.
Operating rule: treat AI output as an unreviewed staff draft. It may save time and improve organization, but it is not ready to send until a qualified professional reviews and approves it. A polished answer from an AI system is not the same as a reliable answer.
Before any AI-assisted work product is delivered to a client or submitted to the IRS, the reviewing practitioner must confirm each of the following:
1. Facts are accurate and drawn from the client file, not assumed by the AI.
1. Legal citations exist, the citation is correct, the quoted language is accurate, the authority remains valid, and it supports the stated proposition.
1. Calculations have been independently recomputed. AI-generated math must be verified, not accepted as output.
1. Assumptions are disclosed, not embedded silently in the output.
1. Legal conclusions are the practitioner’s own, grounded in verified authority, not the machine’s untested text.
If AI materially contributed to a deliverable, the workpaper file should document what was asked, what was verified, against what source, and who signed off. This is the documentation trail that demonstrates due diligence if a position is later questioned. Good intentions are not enough: the firm needs controls that people can actually follow and that create a record.
10. Technological Competence (Circular 230 §10.35)
Circular 230 §10.35 requires a practitioner to possess the necessary competence to practice before the IRS. IRS Issue Number 2026-19 makes clear that competence in the AI context has two parts: competence in the underlying tax law, and sufficient understanding of how the technology operates to use it responsibly. Failure to maintain that baseline of technological competence can lead to improper advice or flawed filings.
This does not require every practitioner to become a software engineer. It does require that before approving any AI tool for firm use, the designated reviewer must understand and document the following:
1. Whether the tool is general-purpose or tax-specific.
1. Whether it cites sources, and whether those citations can be verified independently.
1. Whether it can fabricate authorities (hallucinate), and how staff are trained to detect this.
1. Whether the tool uses current law or may reflect outdated rules.
1. Whether the tool is appropriate for the specific task being performed (general drafting vs. legal research vs. return preparation).
This evaluation should be documented when a tool is added to the firm’s approved list (Section 3), and revisited when the vendor updates the model or its terms of service. The label “enterprise AI” is not a substitute for this diligence. The real compliance question is whether the firm has reasonably evaluated the tool for the intended use, not whether the vendor markets it as enterprise-grade.
11. Written Tax Advice Standards (Circular 230 §10.37)
AI is increasingly used to draft tax research memos, client emails, planning summaries, protest letters, IRS response letters, and written recommendations. When AI produces or assists in producing any of these, Circular 230 §10.37 still applies in full. Written advice on federal tax matters must be based on reasonable factual and legal assumptions, must reasonably consider all relevant facts and circumstances, must not rely unreasonably on representations or projections, must relate applicable law and authorities to facts, and must not take into account the possibility that a return will not be audited.
AI creates particular risk in written advice because it may: assume facts not in the record, omit critical exceptions, cite outdated or invented law, fail to identify contrary authority, overstate confidence, or jump to a conclusion without a legal chain of reasoning. If the internal logic of the AI platform is opaque, reliance on its output may be unreasonable under §10.37.
Written advice review checklist. Before any AI-assisted written advice is delivered to a client, the practitioner must confirm:
1. The facts are accurate and drawn from the engagement record.
1. All assumptions are identified and disclosed, not buried in the AI output.
1. Every cited authority exists, has been read, remains valid, and actually supports the stated conclusion.
1. Contrary authority has been considered where relevant and has not been omitted.
1. The reasoning connecting law to facts is the practitioner’s own, not unexplained AI output presented as analysis.
1. The advice does not rest on audit-probability reasoning (i.e., “this will probably not be examined”).
12. Billing Integrity and AI Efficiency (Circular 230 §10.27)
Circular 230 §10.27(a) prohibits a practitioner from charging an unconscionable fee in connection with any matter before the IRS. IRS Issue Number 2026-19 applies this standard directly to AI-assisted work. AI can reduce drafting and research time dramatically. That does not mean a practitioner cannot charge for judgment, expertise, review, and the value delivered. It does mean billing must remain fair and accurate.
The following billing practices create §10.27 risk and are prohibited under this policy:
1. Billing for hours not actually spent by a human professional.
1. Describing AI-assisted work as fully manual work on an invoice or time entry.
1. Double billing multiple clients for the same base AI-generated output without meaningful tailoring for each engagement.
1. Failing to pass on agreed cost savings where engagement terms require that result.
The right question for billing review is not “Did AI help?” The better questions are: Was the fee reasonable for the work and responsibility involved? Was the invoice description accurate? Did the firm bill for actual human time if billing hourly? Did the firm provide real review and judgment proportionate to the fee charged?
Billing model guidance. For hourly billing, record actual human time only. For fixed-fee billing, define deliverables and value clearly so the fee reflects responsibility, not a distorted picture of labor. For value billing, emphasize judgment, review, and speed rather than implicit manual effort. For subscription or advisory arrangements, document client-specific analysis and review to distinguish the firm’s work product from generic AI output.
A practitioner can use AI and still charge a proper fee. The firm should avoid fictional labor descriptions and must align billing with actual work performed, agreed engagement terms, and the value delivered.

Source & Further Reading
This document is provided for general informational purposes only and does not constitute legal advice. Firms should have these guidelines reviewed by qualified legal counsel before formal adoption, and should consult counsel regarding their specific facts and circumstances under IRC §7216, IRC §6713, and applicable Treasury Regulations.
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